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ICT LESSON OUTLINE FOR BEGINNERS
Target Audience
· No prior IT knowledge
· Basic ability to use a mouse, keyboard, and web browser
· Goal: Entry-level IT support, help desk, or further CompTIA A+ / Google IT Support
Overall Learning Outcomes
By the end, students will be able to:
1. Identify, explain, and connect common computer hardware components.
2. Navigate and configure Windows 10/11 or macOS settings.
3. Set up a home/small office network (Wi-Fi, IP addressing, sharing).
4. Use Microsoft Office/Google Workspace productively.
5. Recognize and avoid common security threats (phishing, malware).
6. Execute basic command-line troubleshooting (ping, ipconfig, chkdsk).
7. Follow a structured troubleshooting methodology to resolve IT issues.
8. Create documentation and communicate solutions to non-technical users.




Module 0: Pre-Course Setup & Orientation (1 hour)
Objective: Ensure student has required accounts, software, and learning environment.
	Topic
	Details
	Lab / Activity

	0.1 Course platform
	Access to Zoom/Teams, Google Classroom, Slack/Discord
	Join test meeting

	0.2 Email account
	Create Gmail or Outlook (if none)
	Send test email to instructor

	0.3 Cloud storage
	Setup Google Drive or OneDrive
	Upload a dummy file

	0.4 System check
	Verify OS version, RAM, storage space
	Run dxdiag or System Information

	0.5 Learning agreement
	Attendance policy, code of conduct, grading
	Sign digital form


Assessment: Screenshot of system specs + confirmation email sent.
Module 1: Computer Hardware Fundamentals (6 hours)
1.1 Internal Components
· CPU: role, cores, clock speed, brands (Intel vs AMD)
· RAM: purpose, types (DDR3/4/5), how to check usage
· Storage: HDD (magnetic) vs SSD (flash), capacity, SATA vs NVMe
· Motherboard: form factors, chipset, expansion slots (PCIe)
· Power Supply Unit (PSU): wattage, efficiency ratings


1.2 External Peripherals
· Input devices: keyboard, mouse, touchpad, stylus
· Output devices: monitor (resolution, refresh rate, HDMI/VGA/DP), speakers, printer
· Connection types: USB-A, USB-C, Thunderbolt, Bluetooth
1.3 BIOS/UEFI
· What it does, how to enter (Del, F2, F10)
· Boot order, secure boot, date/time
Labs:
· Lab 1.1: Open computer case (or use photos/video) – identify CPU, RAM slots, storage, PSU.
· Lab 1.2: Use Task Manager (Windows) or Activity Monitor (Mac) to check RAM and CPU usage.
· Lab 1.3: Enter BIOS on a real or virtual machine; change boot order (then change back).
Assessment: Label diagram of a motherboard; 10-question multiple choice quiz.
Module 2: Operating Systems – Windows & macOS (8 hours)
2.1 Windows 10/11
· Desktop, taskbar, start menu, action center
· File Explorer: drives, folders, libraries, network locations
· Control Panel vs Settings app
· User accounts (admin vs standard)
· Task Manager: processes, performance, startup apps
2.2 macOS Basics (if needed)
· Finder, Dock, Spotlight, System Settings
· Installing/uninstalling apps (Applications folder)
2.3 Common Tasks
· Create, move, rename, delete files/folders
· Change display resolution, wallpaper, screensaver
· Install and uninstall software
· Check storage usage
2.4 Updates & Drivers
· Windows Update (types: quality vs feature)
· Device Manager: update/rollback drivers
Labs:
· Lab 2.1: Create folder structure: Documents/Work/Projects, move files.
· Lab 2.2: Create a new standard user account, then delete it.
· Lab 2.3: Use Task Manager to disable a startup program.
· Lab 2.4: Check for pending updates; install a driver update (optional).
Assessment: Practical exam – given a list of 10 file management tasks, complete in 15 minutes.


Module 3: Internet & Networking Fundamentals (8 hours)
3.1 How the Internet Works
· Clients, servers, DNS (Domain Name System)
· IP addresses: IPv4 vs IPv6, public vs private
· Protocols: HTTP/HTTPS, TCP/IP, UDP
3.2 Home Networking
· Modem vs router vs switch vs access point
· Wi-Fi standards (802.11ac, ax – Wi-Fi 5/6)
· SSID, encryption (WPA2/WPA3), password
· LAN, WAN, local IP (e.g., 192.168.1.x)
3.3 Basic Networking Commands
· ipconfig (Windows) / ifconfig (macOS/Linux)
· ping (test connectivity)
· tracert / traceroute
· nslookup (DNS resolution)
3.4 Troubleshooting Connectivity
· No internet: check physical cables, Wi-Fi icon, reboot router
· IP conflict, default gateway not responding
Labs:
· Lab 3.1: Find your public IP (whatismyip.com) and private IP (ipconfig).
· Lab 3.2: Change DNS to 8.8.8.8 (Google) on your router or PC.
· Lab 3.3: Run ping 8.8.8.8 then ping google.com – explain difference.
· Lab 3.4: Use tracert to see hops to a website.
Assessment: Given a “no internet” scenario, student writes 5-step check and runs diagnostic commands.
Module 4: Productivity Software – MS Office / Google Workspace (10 hours)
4.1 Microsoft Word (or Google Docs)
· Formatting: bold, italic, headings, font size/color
· Paragraphs: alignment, line spacing, bullets, numbering
· Tables: insert, merge cells, borders
· Images: insert, wrap text, resize
· Headers, footers, page numbers
4.2 Microsoft Excel (or Google Sheets)
· Cells, rows, columns, ranges
· Basic formulas: =SUM(), =AVERAGE(), =COUNT()
· Cell references: relative vs absolute ($A$1)
· Simple charts: bar, line
· Filtering and sorting data
4.3 Microsoft PowerPoint (or Google Slides)
· Slides: add, delete, duplicate
· Themes, transitions, animations (basic)
· Insert images, shapes, SmartArt
· Presenter view
4.4 Collaboration
· Share documents with view/edit permissions
· Version history, comments, suggested edits
Labs:
· Lab 4.1: Write a 1-page report (Word) – title, two headings, table, image.
· Lab 4.2: Excel – create budget with 5 rows (income/expenses), sum, average, chart.
· Lab 4.3: PowerPoint – 5 slides on “My IT Learning Journey”, add transition.
· Lab 4.4: Share a Google Doc with instructor and make a comment.
Assessment: Mini project – create a business memo (Word), expense sheet (Excel), 3-slide pitch (PowerPoint). Submit via cloud link.
Module 5: Email & Collaboration Tools (5 hours)
5.1 Gmail / Outlook
· Compose, reply, forward, CC, BCC
· Folders/labels, stars, filters, rules
· Signatures, auto-reply (vacation responder)
· Search operators (from:, has:attachment)
5.2 Calendar
· Create events, recurring meetings, invites
· Set reminders, share calendar
5.3 Cloud Storage Collaboration
· Google Drive: upload, organize, share links (view/comment/edit)
· OneDrive: same, plus Files On-Demand
Labs:
· Lab 5.1: Create a filter that moves all emails from “newsletter@example.com” to a folder.
· Lab 5.2: Schedule a recurring weekly “Study Session” in Calendar with invite to instructor.
· Lab 5.3: Share a folder in Drive with “Anyone with link can comment”.
Assessment: Send a properly formatted email with attachment, CC a second recipient, and set a follow-up flag.
Module 6: IT Security Essentials (7 hours)
6.1 Threats
· Phishing: examples, red flags (urgency, bad grammar, mismatched URL)
· Malware: virus, worm, trojan, ransomware, spyware
· Social engineering: pretexting, baiting, tailgating
6.2 Defenses
· Antivirus (Windows Defender, third-party)
· Firewall (software: Windows Defender Firewall)
· Password managers (Bitwarden, LastPass)
· Multi-Factor Authentication (MFA) – authenticator apps, SMS, hardware keys
6.3 Backups
· 3-2-1 rule: 3 copies, 2 media types, 1 offsite
· Cloud backup vs external drive
6.4 Safe Browsing
· HTTPS padlock, avoid unknown USB drives, email attachments
Labs:
· Lab 6.1: Identify phishing email (instructor sends 3 examples – student flags red flags).
· Lab 6.2: Setup MFA on a Google account using Google Authenticator.
· Lab 6.3: Create a backup of Documents folder to OneDrive/Google Drive.
· Lab 6.4: Run a full antivirus scan (Windows Security).
Assessment: Phishing quiz (10 real/ fake emails to classify). Backup plan written (one paragraph).
Module 7: Introduction to IT Support & Help Desk (6 hours)
7.1 Roles
· Help desk (Tier 1), desktop support (Tier 2), system admin (Tier 3)
· Common responsibilities: password resets, printer issues, software installs, connectivity
7.2 Ticketing Systems
· Examples: Jira Service Management, Zendesk, Freshservice, ServiceNow
· Ticket lifecycle: New → Assigned → In Progress → On Hold → Resolved → Closed
· Fields: requester, priority, category, description, resolution notes
7.3 Remote Support Tools
· Quick Assist (Windows), Chrome Remote Desktop, TeamViewer, AnyDesk
· Security: session approval, permissions, logging
7.4 Documentation
· Knowledge base articles, runbooks, SOPs
· Writing for non-technical users: clear, step-by-step
Labs:
· Lab 7.1: Roleplay – student as user reports “printer not working”, instructor as tech. Write a ticket.
· Lab 7.2: Use Quick Assist to remotely view instructor’s demo PC (with permission).
· Lab 7.3: Write a knowledge article: “How to reset Windows password”.
Assessment: Simulated ticket – student receives 3 user descriptions, fills ticket fields correctly.
Module 8: Basic Command Line & Scripting (6 hours)
8.1 Windows Command Prompt & PowerShell
· Navigation: dir, cd, mkdir, rmdir, del
· System info: systeminfo, hostname, whoami
· Networking: ipconfig /all, ping -t, netstat -an
· Disk: chkdsk /f, sfc /scannow
8.2 Introduction to Batch Files
· Create .bat file with echo, pause, cls
· Simple automation: ipconfig /flushdns
8.3 Linux/macOS Terminal (optional intro)
· ls, pwd, sudo, chmod
Labs:
· Lab 8.1: Navigate from C:\Users\YourName to C:\Windows\System32 using cd.
· Lab 8.2: Create folder C:\IT_Lab, inside create test.txt, delete it via command line.
· Lab 8.3: Run ipconfig /all – identify MAC address and DHCP status.
· Lab 8.4: Write a batch file that displays “Hello [name]”, pauses, then shows IP address.
Assessment: Command line scavenger hunt – list of 5 tasks (e.g., “show only the lines containing IPv4”).
Module 9: Cloud Computing Fundamentals (4 hours)
9.1 Cloud Models
· IaaS (AWS EC2, Azure VMs), PaaS (Google App Engine), SaaS (Office 365)
9.2 Consumer Cloud Services
· Google Drive, OneDrive, Dropbox, iCloud
· Syncing vs backup vs online-only
9.3 Business Cloud Suites
· Microsoft 365 (Word, Excel, Teams, SharePoint)
· Google Workspace (Gmail, Drive, Meet, Calendar)
9.4 Basic Cloud Security
· Shared responsibility model (provider vs customer)
· MFA, access logs, data encryption
Labs:
· Lab 9.1: Upload a file to OneDrive, enable “Files On-Demand”, then open offline.
· Lab 9.2: Share a folder in Google Drive with “Viewer” and “Commenter” – test both.
· Lab 9.3: Use Microsoft Teams (free) – send a chat, upload file to channel.
Assessment: Multiple choice – 15 questions on cloud service models and security.
Module 10: Troubleshooting Methodology (6 hours)
10.1 CompTIA Troubleshooting Steps
1. Identify the problem
2. Establish a theory of probable cause
3. Test the theory
4. Establish a plan of action
5. Implement solution or escalate
6. Verify full system functionality
7. Document findings



10.2 Common IT Issues & Fixes
	Symptom
	Likely Cause
	Quick Fix

	PC won’t turn on
	PSU, power cable, outlet
	Check cable, test outlet

	No display
	Monitor off, cable loose
	Check power, reseat cable

	Slow computer
	Low RAM, many startup programs
	Close apps, disable startup items

	Wi-Fi connects but no internet
	DNS issue, router down
	ipconfig /release && renew

	Printer not printing
	Offline, wrong default printer
	Set default, restart spooler


10.3 Documentation
· What to record: steps taken, error codes, solution, time spent
· Example ticket resolution note
Labs:
· Lab 10.1: Given a scenario (e.g., “Email won’t send”), student writes each of the 7 steps.
· Lab 10.2: Live troubleshooting – instructor creates a fake issue (e.g., wrong IP config), student fixes.
· Lab 10.3: Write a resolution document for one real issue they solved.
Assessment: Troubleshooting simulation – 3 different problem statements, each requires step-by-step plan.



Module 11: Capstone Project (8 hours)
Project Title: IT Support Ticket Simulation
Scenario: A small business has 5 employees. Each reports a unique IT issue.
Student tasks:
1. For each issue, create a support ticket (priority: low/med/high).
2. Diagnose using the 7-step methodology (in writing).
3. Propose a fix (or escalation if needed).
4. Write a final knowledge base article covering the most common issue.
Example issues:
· Employee A: “My PC shows ‘No bootable device’ after power outage.”
· Employee B: “I can’t access shared drive X: but others can.”
· Employee C: “I clicked a link in an email and now my files have .encrypted extension.”
· Employee D: “Printer prints garbage characters instead of my document.”
· Employee E: “Wi-Fi shows connected but ‘No Internet, secured’.”
Deliverables:
· 5 tickets (simulated in Google Forms or a ticketing template)
· 1 diagnosis report (1–2 pages)
· 1 knowledge base article (for future users)
Assessment Rubric:
	Criteria
	Excellent (90-100%)
	Acceptable (70-89%)
	Needs work (<70%)

	Ticket completeness
	All fields accurate, clear description
	Missing 1-2 fields
	Vague or missing data

	Troubleshooting steps
	Logical, thorough, follows 7 steps
	Missing 1-2 steps
	Disorganized

	Solution correctness
	Correct fix or escalation
	Partial fix
	Wrong solution

	KB article clarity
	Non-technical, step-by-step, screenshots
	Text only, slightly unclear
	Confusing or absent


Module 12: Career Preparation (4 hours)
12.1 Resume & LinkedIn
· Translate non-IT experience into IT terms (e.g., “troubleshot customer issues”)
· Skills section: Windows, networking basics, MS Office, ticketing systems
· LinkedIn: profile photo, headline, “Open to work” (for entry level)
12.2 Certifications Overview
· CompTIA IT Fundamentals (ITF+) – for absolute beginners
· Google IT Support Professional Certificate – hands-on, Coursera
· CompTIA A+ – industry standard for help desk (two exams)


12.3 Mock Interview Questions
· “A user says their computer is slow. What do you ask?”
· “How would you explain DNS to a non-technical person?”
· “Tell me about a time you solved a technical problem.”
12.4 Job Search Strategy
· Job titles: IT Support Specialist, Help Desk Analyst, Desktop Support Technician
· Platforms: Indeed, LinkedIn, local MSPs (Managed Service Providers)
Activities:
· Activity 12.1: Build a draft resume (template provided).
· Activity 12.2: Mock interview (10 min with instructor).
· Activity 12.3: Create a job alert for “IT Support” in your city.
Final Assessment: Completed resume + recorded 2-minute elevator pitch (“Why I’m ready for an IT support role”).
Appendix: Resources for Students
	Resource
	Purpose
	Link / Notes

	Skills for All (Cisco)
	Free networking labs
	skillsforall.com

	Windows Sandbox
	Safe testing environment
	Enable in Windows Pro/Enterprise

	Google IT Support (Coursera)
	Supplemental video lessons
	Audit for free

	Professor Messer
	A+ video training (free)
	professormesser.com

	Canva
	Resume & certificate templates
	canva.com

	Trello
	Progress tracking
	trello.com (board per student)


Grading & Completion
	Component
	Weight

	Module quizzes (12 x 10 pts)
	20%

	Lab submissions (24 labs)
	30%

	Capstone project
	25%

	Final resume + mock interview
	15%

	Attendance & participation
	10%


Certificate of Completion awarded at ≥70% overall.
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